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Ep. 39 Selecting the Correct Stack for Zero Trust  

 

00:02 

This is John Gilroy from the Federal tech podcast. 

 

00:06 

And this is Greg Garrett from the paratime Corporation. 

 

00:09 

Today, we're gonna get to the truth behind zero trust, 

 

00:12 

hit the music blog. Welcome to the federal 

 

00:17 

tech podcast. My name is John Gilroy and I will be your moderator. Well, today we're gonna do a deep dive 

into something no one's ever talked about before zero trust. Yeah, I've done hundreds of interviews, I think 

every 13 seconds, I have to say the word zero trust or get yanked by the FCC or something. It's a mandate 

from the executive office, you got to talk about zero trust. The problem that everyone listening to this podcast 

has is you got Joe Blow software been in business two years, they're experts in zero trust, because they put on 

their website, then you get some company that maybe focuses on OCR scanning. And they're an expert in 

zero trust, because they put on their website, and you get this multitude of people following it. Back in the day, 

years and years ago, they talked about little animals scurrying over a cliff because that's what everyone has to 

do. So I thought I take a different approach. What I wanted to do is I wanted to find a company in town that's 

got a pretty solid reputation, a No BS reputation, and get a hold of me. Good luck. You guys have really been 

beat up and knocked around, you had a lot of experience. Maybe you can give a perspective on zero trust for 

my listeners, it's not going to be the technical word here. malarkey is going to be serious. And so they said, 

Well, what about this guy, Greg Garrett. And I said, What's he done this so special? Well, he's only written 24 

books. What? 24 books? We got to get that guy on. So Greg, that's why you're in the hot seat, buddy. 24 

books? What do you through the time? Do you not sleep? 

 

01:46 

You know, I don't sleep a lot. And I don't play golf. So I got some free time. Oh, I 

 

01:52 

don't play golf. That's, that's the trick. Don't waste your wheat. If I say waste the weekend, people are gonna be 

turning off his podcasts left and right and left and right. I went to your LinkedIn profile. And you think that 
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Greg's is some guy up in an ivory tower at Georgetown and reading books and casting aspersions on mere 

mortals. But this guy's been in the trenches, you know, his back when he got his CISSP back in 2010, when it 

was hard. And so if he's gonna say something, you know, I have a friend who started off as a telephone line 

installer, then he learns Cisco routers. Now when he says something about Cisco routers, probably gonna trust 

him. So got a pretty solid background for opining here, don't you, Greg? 

 

02:35 

I've been in the business for a long time. And I've seen it from a lot of different angles from both government 

and industry. So I think I've got a few stripes to be able to talk on this topic. 

 

02:49 

Good, good, good. Well, in typical, I guess, political fashion, the executive office will come up with these 

permanency mementos, these mandates and say everyone should wear green socks, and don't tell you how. 

Or everyone should switch to zero trust. Yes. And then toss to you, Greg. So it there's a gap between, you 

know, the why, and the how, and so, from your perspective, what challenges the federal agencies have? And 

and really what what's practical ways to make this transition a reasonable amount of time? 

 

03:22 

So it's a great question. And you're absolutely right, executive orders like this, the executive order 14, zero 28, 

which came out by the Biden administration in May of 2021. really sets the tone at the top, shall we say, for the 

direction of the federal government in trying to enhance cybersecurity, a lot of the mandates that you 

mentioned, like providing security for all data at rest and in transit, the use of software encryption for all data, 

the use of multi factor authentication, having basic what I'll call intrusion detection systems, that are often 

referred to as endpoint detection and response EDR capabilities. Those are all I think, pretty fundamental to 

good basic cybersecurity at a federal agency level. So zero trust was one of the concepts that they integrated, 

shall we say, into this executive order that I really thought was moving the ball forward? For a lot of the federal 

agencies because it's going from perimeter base defense, to really strengthening the inner core, you might 

say, of the network and all the data and providing that capability to really provide enhance cybersecurity 

against insider threats. And once someone's penetrated the network really reduce Seeing or mitigating the 

capability of a lateral movement and being able to gather vast amounts of information from an initial breach. 

So, you know, I've seen this as a positive, but to your point, executive orders provide direction, but they don't 

provide funding. So if you talk to any of my friends who are CIOs or CTOs, or CISOs, and federal government 

agencies, you know, they'll say, hey, the executive order provides great guidance. It's a path we were already 

on. Unfortunately, it doesn't provide any funding for us. So you know, we have to now reprioritize our funding, 

and try to incorporate new acquisition plans, in some cases, to try to achieve these new executive mandates. 

 

05:54 

Talking about how, a few years back, I work for a company that have had a chief technology officer, and he did 

not get his degree in computer science. His degree was in ecology from University of Virginia. And he was kind 

of worked as a bartender, and then he got a job this company and and all of a sudden, he learned his stuff, he 

moved up real fast. And I said, Well, why are you the Chief Technology Officer? It's got to do with this system, 

the ecosystem. And he was great at it, because he didn't think like a technician he thought like different parts 
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coming together. And so this word ecology and an ecosystem, this really applies to some of the initiatives that 

peloton has done it. 

 

06:33 

It does. And at paratime, you know, we invested a lot of time and money in and looking at the zero trust 

ecosystem and actually created an independent research and development and I read project and spent the 

millions of dollars pulling together all the different cloud service providers, and cloud access security brokers 

and cybersecurity software and hardware providers to integrate, test and try to optimize their different 

capabilities as a part of a zero trust architecture. And not just, let's say a single architecture, but multiple 

architectures. Because as we interface with federal government agencies and state government agencies, 

John, what we find is that each one of them, and you know, this has unique IT environments, they have a 

unique blend of on premise, and off premise or cloud based infrastructure and cloud based applications. They 

each face different cyber threats from criminal cyber attack groups, and nation state cyber attack groups. They 

have different funding profiles, different mission requirements, they have a different what we call technology 

stack investments in hardware and software. So you can't really just apply a here's a solution, a one size fits all 

does not work. And so that's why to your point, we recognize that it's a federal IT ecosystem that is quite 

diverse. And you have to have a variety of capabilities and be able to customize those to the unique 

requirements and technology requirements of the each of the federal government agencies. And so it's, it's not 

like playing checkers. This is more like multi dimensional chess. Yeah, 

 

08:32 

on a bus while it's moving. pieces going everywhere, and it stops and gets them going. 

 

08:41 

You know, I was listening to you very carefully. And the word I wrote down was millions of dollars. It's like, So 

Greg, this weekend, put together a testing environment. On Monday, we'll put up a website and tell everyone 

how great it is. No, this is like, okay, all right. Let's step back here and get some brainiacs in a room and, and 

develop this. And I think what's interesting is that with phase no stone unturned, you went to the cloud service 

providers and the brokers and some of the solution providers. And so that's a question I have, I mean, is this a 

world of coopetition? frenemies, partner one day hate each other's Nexa. So where do like the cloud service 

providers fit in with the other groups? I mean, it's just seems that, you know, there's duplicates of services that 

Amazon may provide that Joe Blow software may provide? 

 

09:32 

Well, there's a lot of duplication, there's a lot of overlap, and there's a lot of competition in the industry, right? 

But peloton, as a national security company, is really a mission integrator and a systems integrator, and so we 

have well established partnerships and alliances with all those major cloud service providers, cloud access 

security We brokers and software developers, because we're the systems engineers. I mean, that's my 

background, I have a Master of Science in systems engineering, and systems management. So that's who we 

are. And what we do as a company is, you know, we customize solutions. So we don't compete with those 

companies. We're essentially the broker, right, that pulls together an integrated solution that will actually work 

for an agency, when they've got a complex problem. If they've got a simple off the shelf problem, you know, 
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then they can buy a simple off the shelf software package, but for federal government agencies, John, going to 

your original point, I mean, this is a multi year challenge, right to be able to create true zero trust architecture, 

at the user level, at the device level, at the data level, at the network level. And at the infrastructure level. This 

is not a simple problem that one software package is going to solve. So Greg, guy, see got 

 

11:12 

a nice sports coat, take that sports coat off and take off your vice president hat and put on your CISSP hat. 

Okay, big change. If you're down in the trenches, and you talk to people, what some people will say is, you 

know, the golf adage drives are for show and Pulitzer for dough, while zero justice for show. And patching is for 

dough. So Greg, that's really where it's at. Okay, so somebody think of that comment? 

 

11:36 

Well, I think it's catchy. 

 

11:41 

Oh, back to golf. You're the one who doesn't call if I'm sorry. He's wrong analogy there. Yeah. 

 

11:44 

I mean, it's a catchy analogy. And I will, I'll step back for a moment and put on my former Cisco hat, right? 

 

11:54 

There's a new better has a smart city SSP. 

 

11:58 

So I'll say I'm a big believer in timely patch management, and patch management. When done effectively and 

efficiently, testing, but still implementing in a pretty rapid timeframe, can mitigate a lot of cyber attacks, 

especially known vulnerabilities and known exposures. So big advocate of timely patch management 

programs. But I'll also concede that zero trust and zero trust architecture, unfortunately, have become 

buzzwords and a buzzword phrase. And you're absolutely right, that everybody their brother, mother and sister 

is trying to sell me hardware and software that they call the the panacea or the solution to zero trust. I mean, 

literally a day does not go by that I don't get someone emailing me or calling me telling me they've got the 

solution. Right? Just so you know, I live it and breathe it. And, you know, I have to vet with my team, as many 

of those as possible to separate the wheat from the shaft to find out, you know, which actually have merit, that 

we should actually spend some time analyzing, impact, perhaps integrating into our sandbox into our testbed, 

right? Because, you know, I don't care about the dog and pony shows, I care about what does it actually do? 

And what capabilities does it bring to my customers? Right? So from that standpoint, I value John, the 

concepts and the design tenets of zero trust, because I think it changes the paradigm from, you know, really 

going to from perimeter based defense, to security in depth to really flipping it. Looking from the inside out, you 

know, what's the data? What's the best way to protect the most valuable digital assets? How can we ensure 

data protection, you know, at the core level against insider threats, and against intrusions? 
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14:14 

Well, I'm gonna put on my radio guy hat here. And Greg works with a company called peloton, p e r a t o n. 

And if you want more information on we're going to continue the conversation. I just have to tell people now 

because it's such a good idea, Greg, if you want more information on this topic, you can go to p e r a t o n 

slash Greg G and get a white paper here. And it's called guiding federal agencies on their zero trust journey. 

And so if any of these topics maybe piqued your interest today, this is a great place to start. It could be five 

months from now and there's snow on the ground and you got a project he's trying to figure out, separate the 

malarkey from the truth. Maybe that's you should title a white paper the case study for malarkey from the truth 

by Greg Garrett. I don't think your CEO would like got their word they 

 

15:01 

probably got 

 

15:03 

me out in the streets, maybe be working at a golf course. I deal with a lot of CSPs. And these peoples we silly 

degrees and technology. And I think there's there's one way to strike fear into the hearts of Soliz technology 

systems, system administrators especially. And it's just one simple word. And Greg, hold on to your table here, 

because here it comes, the word is automation, ah, run for the hills. And the problem is, is that a lot of these 

people have these carefully construction houses made of cards. And if one card is taken away, it collapses. 

And, and I think automation can throw curveballs in there that may, that may not be expected. And so what 

about what's your pan automation zero trust? 

 

15:53 

Well, look, I'm I'm actually a big advocate of automation. And for several reasons, one, in John, you may have 

heard of this, but we actually have a cybersecurity workforce challenge, right. I think based upon the latest 

studies that I've read, there's something in the magnitude of about 2.7 million open and available cybersecurity 

jobs worldwide. And more than 500,000, open cybersecurity jobs here in the United States of America alone, 

with nearly 100,000 of those in the public sector, within federal government agencies and state government 

agencies. And so I say that, because automation is extremely important. It allows us to take some of those 

simple task of maybe identifying threats, or identifying specific attack scenarios, and being able to have 

automation on the initial monitoring, and perhaps even automated Incident Response playbooks to be able to 

mitigate very simple attacks of known threats. And so I'm a tremendous advocate of what we call security 

orchestration, and automated response or soar technology. And there's a lot of very well developed software 

packages by companies like Palo Alto Networks, and Cisco, and Splunk, and a host of others, that provides a 

lot of capabilities in this space. And so automation is an important element of cybersecurity, especially in a 

current environment, where we just clearly don't have enough people to keep up with the challenges. So 

automation, and the use of artificial intelligence, and machine language is all really, I'll say, essential for us to 

sort of maintain our capabilities and be able to keep up with the continuing threats that we're facing. 

 

18:06 

And I think the word orchestration doesn't get as much value as people should place in it. You know, my wife, 

and I go to the Kennedy Center, and we go to operas, and we listen to the orchestra. Now, Greg, correct me if 
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I'm wrong, but that piano stays in one place. They're in a symphony, it's not moving. So the orchestration 

you're talking about is, okay, we got 40 pieces in the arcs, and they're moving. And they're changing pianos 

during the move. And so I think the complexity of some of this transition, I think it's lost on some people and, 

and I like the word orchestration. But you know, it's, it's much more difficult. I think we before we began this 

conversation, we talked about three dimensional chess, but it's, it's just the brain needed is maybe more of this 

ecology major at UVA, the brain of looking at systems in flux. 

 

18:56 

Well, that's absolutely true. It's, it's not a easy scenario. And that's why most federal government agencies and 

most commercial companies rely on some kind of security information and event management sim system, 

usually as a part of their security operations center, whether that's provided for them through a managed 

security services provider, or whether they conduct those operations themselves. In the case of most federal 

agencies, they tend to operate their own security operation centers, and manage and operate their own 

security information and event management systems. But those systems have to to your point, pulled together 

tremendous volumes of data. We're talking about true big data analytics, and be able to then visualize that 

data in a way in which humans can analyze it and discern what information is truly important. needs to be 

acted on what might be, you know, false positives. And you know, and which are, you know, let's say minor 

intrusions or even human mistakes with no malicious intent. So being able to do that against millions, or in 

some cases, billions of cyber attacks, that are largely coming from automated robots, right? bots that are 

connected in more sophisticated networks, often when you're dealing with large cyber criminal attack groups, 

or nation state sponsored attack groups, this becomes very challenging. So orchestration is on, again, multiple 

levels. It's organise orchestration of the software, and all the tools and capabilities. It's also just an 

orchestration of all the alerts, understanding and prioritizing and categorizing all the works to decide which 

ones you want to take actions upon. And then understanding the tactics, techniques and procedures, the TTPs 

that are behind those to decide which ones can be have an automated response, and which ones are not 

going to be able to be addressed through an automated response that requires a more human centric 

involvement and analysis of it. So it is a vast amount of orchestration. And then I'll add further complexity. The 

orchestration, again, with multiple software platforms, providing cyber threat intelligence information of all the 

threats that you're facing, which is also constantly changing. So you've got multiple moving parts in different 

dimensions, you might say. Yeah. 

 

21:56 

You know, I reflected back earlier, you talked about your ecosystem lab environment, I think this would be if I 

were someone looking for a stack, this would be a place to test. What about a, b, and c? Okay, how about A, 

B, C, and G? No. Well, maybe for your agencies, it's D, F, and G are normally your agency. It could be z, x and 

y. But oh, in this particular situations, because there's so many variables, so many agencies, I mean, famous 

gotta track trailers. I mean, no one's got these ocean buoys, NASA's got to saddle I mean, there's you can't 

have as one solution. So I guess you have to, it's almost like a kitchen workshop. But these three Ingres 

together, does it taste good? Or what about these four ingredients? Well, maybe it's different sequence of 

ingredients, rather than a different result, because your agency has different security requirements. And so it's 

a I think it's a it's a good idea to be open minds and say, you know, it's not monolithic. It's not Greg the best we 

have to use this and, and have different situations and and that could change over time in COVID made some 
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of these solutions change. I'm sure what's going to happen. The future is going to have things changed again, 

because I put my Radiohead on. P e, r a t o n.com/g, R E, G, G for the report. It's 

 

23:09 

a good one. Imma let you close it off here, Greg. So look into the future. Look into your crystal ball. Is there 

more books ahead for you? More white papers or what's in your future? Greg? 

 

23:22 

Well, candidly, the last book that I wrote, cybersecurity in the digital age was a few years ago, the last couple 

of years I have been swamped. Right now papers and, and speaking and reviewing proposals and talking with 

CIOs and CISOs, and CTOs across the public sector. Trying to help them address the myriad of really complex 

challenges we had at peloton we refer to them as missions of consequence. And so I don't know that I have 

time right now my schedule to do any more book writing, but we try to provide as much thought leadership as 

we can be a white papers on a host of topics. And zero trust remains one of our major focus areas. As I shared 

with you earlier, we're spending a lot of time with our zero trust ecosystem, as a Iread project and independent 

research and development project, to be able to, as you correctly stated, test, integrate and optimize as many 

different solutions as we can and try to put them into integrated platforms. So from my crystal ball, I'll tell you 

that none of these challenges are going away anytime soon. Unfortunately, we're still on a trend of fighting 

against a very sophisticated A nation state threat actors who are constantly upping their game and constantly 

evolving the threat. And we're still playing catch up mode. Right? So last year, or I should say, and this year as 

it comes to a conclusion, it's estimated that there'll be over $6 trillion in cybercrime damages worldwide. I 

mean, just to put that in perspective, if that was a gross domestic product of a nation, it'd be the third largest 

nation in the world, right. And the volume of cyber attacks and the damages that they're causing, has been 

increasing annually, at a at a rate of more than 20%. So it's staggering, right? And, and so that's not going 

away. So it is about, you know, making the best investment you can with the time and the resources that you 

have. And I actually believe that these concepts of zero trust the to establish data segmentation and micro 

perimeters and data segmentation gateways, and then being able to combine that with security orchestration 

and automated response, that there's great value in that both from a cost effectiveness standpoint, as well as 

from a security in depth standpoint. And so I think this is an investment that needs to be made and a path we 

need to advance down on. But I think it's going to take probably three to five years, John, for most of the 

federal government agencies to be able to get this up and operational at an enterprise level. And so this is a 

big and ongoing challenge. 

 

26:54 

Great, great. Well, it's been a wonderful interview, I only got two or three of my 10 questions. So maybe the 

next time we'll get to four, five and six. You've been listening to federal tech podcast with John Gilroy. I'd like to 

thank my guest, Greg Garrett, Vice President cybersecurity at peloton 


